Monitoring of Castor
at RAL



Overview of current
monitoring
Nagios

LSF monitoring — see Brian’s talk
later

Statistical - TSBN / ganglia and cacti
Diagnostic — checkreplicas
Of servers running castor



NAGIOS



Capabilities of Nagios

Browser frontend

APl access - Mimic created by James Adams RAL
Email alerting

Structured around groups and services
Scheduled downtimes for hosts / services / groups
Acknowledgements of alerts

Comments to alerts and scheduled downtimes
Triggers to execute external scripts
Dependencies between alerts

User authentication

Supports snmp, plugins to nrpe, nsca forwarding
Supports pager and email alerts



Overnight callout

* Triggers

— Detected errors will execute a script that
bleeps a pager and sends a message

* Support person

— refers to callout documentation on how
to fix problems

— Fixes castor from home

—logs actions in RT ticketing (helpdesk)
system

* This works well |
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. . Note comments.
Schedullng of dOWI‘ItIMﬁ@e servers put into downtime via hostgroup.
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Nagios can show only the errors if desired
Red alerts only Useful for easy monitoring
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Note that acknowledgement is not the only way
Note a comment is also displayed but not shown here

a Submit passive check result far this semvice

x Stop accepting passive checks for this semrice

x Stop ohsessing owver this service
ﬁ, Acknowledge this service problem

x Disable notifications for this serice
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* Schedule downtire for this service
x Disable event handler for this service
x Disable flap detection for this service
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To: Ketley, CJ (Cheney])
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Notification Type: PROBLEM

Service: ¢ lsf bhosts unavail

Alias: Castor node

Host: ccsdeé

Address: 136.246.183.195
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HostLink: https://nagios.gridpp.rl.ac.uk/nagios/cgi-
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Date/Time: Wed Feb 18 88:568:41 GMT 2689

Additional Info:

ote_ that extra text can be added which is useful for

Example of an email ai‘gﬁining the problem.



Methods of detecting

problems

* NRPE

— Custom plugins can be written

— Standard plugins cover very many
situations

* SNMP

* NSCA

— Send a message from a user-written
script with an alert code

— Useful where nrpe cannot be installed
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Summary of Nagios

experiences

* Overall - very positive

* Plus points
— Supports overnight callout via pager alerts
— A powerful tool
— Scales well - into hundreds of servers so far

— Supports many architectures / OS’s -
besides castor

* Negative points

— Re-configuration to add server requires
restart

— Dependency checks not fully functional



OTHER MONITORING
TOOLS



TSBN

* Extract from tape server logs with
analysis by MS Excel pivot tables

* Perl extract written by Tim Bell
(Cern)

* MS Excel analysis written by Cheney
Ketley (RAL)
cheney.ketley@stfc.ac.uk
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Thrashing by tape server

tapeserver| ~ | KB transferred File count Mounts Position count Releases Tape mounts per file Tape positionings per file Tape releases per file Gl
castor201 988,142,245 8807 640 8807 640 01 1.0 0.1
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TSBN - analysis by tape Seruerve used to select particular data and ranges
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21,702,108,928 81.3 27.9 7,660 31,428 7,89

51,702,108,928 7,660 31,428 7,89

peserver thrashing per month Tapeserver thrashing VO thrashing Top 3 Worst 20 mounts
|y B[O
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TSBN = gverview views on data

Provided by Excel pivot tables



Ganglia, Cacti, Gridview

* Ganglia monitors server
performance, Cacti is for the
network.

* Ganglia also shows feeds into Castor
e.g. FTS

* Gridview gives a broad view
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RALLCG2 as Source or Destination
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Another ganglia plot
Useful for analysis by feed e.g. FTS




ridview: Visualization and Monitoring Tool for LCG - Microsoft Internet Explorer

= Edit ‘Wiew Favorites Tools Help

s »|:
) Back - \_) \ﬂ @ { lj Address |@j http: i gridview, cern.chy GRIDVIEW] "|
s @le @]v &]ast &M &]em E]veT &]BEC E|RT &]Foot &]Incdent @E|NGSinc = CPlan @] Oovw @ Reds &) Cstrov & DMF &) viw

Monitoring and Visualization Tool for LCG

LCG
Data Transfer | Job Status | FTS | Service Availability  reccase .
ABOUT GV INFO
Awverage Throughput -
Agoregate Data X-fer Current Status
(WO-wise Data Transfer From UK-RATLPP To All Sites)
_ Revert Source/Dest Site(s)
ce
las = - B eraged Throughput during the last 24 hrs (17702 — 18/02)
A 6 VY0—wise Data Transfer From UK-RALPP To All Sites
Use Site Abbreviations 50
Use Full 5ite Names
L dor
Jrce Site(s): 2
All Sites all 2 oL
2305004 = -
Tier™) | |2305005 e 2
B o
stination Site(s): _l:- L
W Fowl
2305004 =
Tier(™) » ||2305005 o [
I} 1 1 1 1 1 1 1 1 1 1 1 1 L 1 1 1 1 1 1 1 1 1 1 1 1
11 12 13 14 15 16 17 18 19 20 2L 22 23 OO0 0L 02 03 04 05 05 0F 03 03 10 11
Current Summary Tine {(GHT} GRIDVIEW
Hourly Renort | v

ane 0 Inkernet

Gridview

This gives an overview of site performance



DIAGNOSTICS



Diagnostics

* Cern checkreplicas.pl (perl script)
— https://cern.ch/castor/DIST/checkreplicas
* Webmin wrapper to checkreplicas

with hyperlinks to drill down into
data

— Broken at the moment !
— Contact is cheney.ketley@stfc.ac.uk
* Other ad hoc tools exist — sqgl scripts
written by Bonny
— Contact is chris.kruk@stfc.ac.uk
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SERVER-SIDE



Operating system and
environment

Logwatch - covers diskspace, logins,
email usage, cron usage, packages
updated, and other messages not
recognised by logwatch

IPMI being rolled out (for server
physical alerts and remote control)

Nagios also monitors the operating
system components

Backups — email messages from
Amanda



HRERTY RERIY ronwvdrd LIEIELE JUnKk rina
to All 2] Other Adctions * | E_mail ~ j Mark as Unread -

Respond Actions Cptions ]

Extra line breaks in this message were removed.

From: root [root@ctsc12.ads.rl.ac.uk] Sent:  Sun 15/2/2009 04:02
To: Ketley, C1 (Cheney)
o
Subject: LogWatch for ctscl2
————————————————————— S5HD Begin ------------------------ @

Failed logins from these:
castor/gssapi-with-mic from 138.246.181.118: 14 Time(s)
castor/none from 136.246.181.118: 7 Time(s)
root/gssapi-with-mic from 136.246.183.123: 24 Time(s)
root/none from 138.246.183.123: 12 Time(s)

[

Illegal users from these:
castor/publickey: 7 Time(s)
root/publickey: 12 Time(s)

Postponed authentication:
castor/publickey:
136.246.181.118: 7 Time(s)
root/publickey:

Shows key information regarding operating system

LogwatCh message But causes problems with email overload...



FUTURE



Future direction

* More Nagios plugins
* Performance metrics
* More diagnostic tools



Contacts

* Jonathan Wheeler is main Nagios
administrator but not responsible for
Castor

—Jonathan.wheeler@stfc.ac.uk

* Cheney Ketley is secondary Nagios
administrator and supports Castor

— Cheney.ketley@stfc.ac.uk

* James Adams wrote Mimic
—James.adams@stfc.ac.uk
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