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Overview
* Daemon monitoring
* Probe

* Stager & DLF

* Service Displays

* Dashboard & Cluman
° Summary
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* Daemon monitoring and alarms

— Using lemon to monitor how many daemons should be
running and alarm (or have automatic action - restart)
when exceptions happen

* Using lemon-sensor-castormon (by Dennis

Waldron) to monitor:

— Process count Useful to detect problems such as
memory leaks, file descriptor leaks,
etc.

— Total VSZ Also useful to identify thread

— Total RSS starvation or over dimensioning (each
— Total ED thread usually uses a DB connection

so thread counts!)
— Thread Count

— Number of active threads
£8n - Toeparment o A]lSO parses name server and cupv logs for

Switzerland y
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— Process Uptime
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Department
The castor probe looks at the system from the user
perspective

* Different calls are timed:

— rfio_open_w, rfio_write, rfio_close_w, rfio_open_r, rfio_read,
rfio_close r, stager_qry, stager_rm

* Response times and errors are used to provide a number
(availability) that tries to reflect current user experience

* Very helpful to find problems and a good way to feedback
system responsiveness information to the users

* Probe writes a simple file with the results.
* CERN uses lemon and SLS do display availability
* Probe is packaged in castor-hsmtools RPM.
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* Stager & DLF DB scheduler jobs gather important
service metrics such as: disk cache efficiency,

migration queue, recall queue, garbage collection,
etc.

* DLF scheduler jobs have been reviewed recently
by CASTOR developers, stager jobs should be
reviewed next

* DLF scheduler jobs collect a large number of
WLCG storage metrics.

* |nformation is stored in a DB table. A lemon
sensor reads this data and feeds it to lemon
where it can be read and/or plotted.

enn .t Department Should be easy to plug nagios in and replace
CH-1211 Geneve 23 lemon since all the intelligence is server side, the(&)y
www.cern.ch/it I’eSt iS uiust Dlottinqu 6
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Daemon, Probe, Stager and DLF information is
imported into Lemon (the Fabric Monitoring tool).

* This data can then be used by different
consumers:

— Lemon display pages: service and server monitoring,
‘eye’ correlations

— SLS: a standard way to provide users with basic (most
relevant) service information

— CASTOR Dashboard: a simple page that gives an
overview of all the instances. The “Hi CASTOR, I'm an
admin, show me how you're doing this morning” page.
Also used to fast prototype and select important plots
that should make it to the user via SLS and/or Lemon

— Cluman: fast plotting, cluster overview, metric correlation
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* Typical lemon disk server page
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o Home Documentation Alarms Metrics Misc Help
- ]
L' Information for host: Ixfsrd4703
0 - -
-l;: Host information CPU utilization
: . Scientific Linux CERN SLC release 4.7 120
g operating system(s) (Beryllium)
= achitecture (kernel) *86_64 (2.6.9-78.0.8.EL.cernsmp)
. . 21h:20m *
=] up time (since) (Mon, 16 Feb 2009 14:25:54 +0100)
0 CPU (count/logical) Intel(R) ¥eon(TM) CPU 3.00GHz (1/2)
E memory (swap) 3946 MB (4095 MB) 12: 00 12: 00 00: 00 06: 00
H cluster (subcluster) c2lheb (c2lhcb/lhcbhdata) W User awver:1.4 max:5.6 min:97.4m  curr:421.2m
eSS B System aver:9.4 max:30. 2 min:2@4.5m curr:330. 6m
IP addr (es) 126.142.177.18 (eth0) W Nice aver:B45.3m max:6.8 min:0.0  curr:6O0. Au
state standby Idle awver:62.7 max:98. 9  min:248.5m curr:97.4
stat Availahl W I0 Wait aver:19.6 max: 6B, 6 min:717.4m curr:1.8
U= =S m IRD aver:ZOB.7m max:G624.9m min:566.7u  curr:10. Om
Soft IR awver:6.1 max: 35,2 min:15.1m curr:44.2m

B+ b & A B

Network utilization

200 M
i
-~
[
3 100 M
=
m L /Lh( A
0
12: 00 12: 00 0a: a8 06: 00
B ethd in  aver:344 Bk max:1.5M min:453.1 curr: 2.9k
W ethd out  aver:40.4M  max:127.5M min:182.2 curr:1.4M
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* Slot usage over a diskserver

"
= e The maximum number of LSF jobs permitted to run The current number of running LSF jobs
200 laa
r
i 8o
= = Lz
H loo 2
T A v o 40
20
[¢] [¢]
—— 12: 00 18: 00 0@: 00 06: 00 12: 00 18:00 00: 00 6: 00
" B The maximum number of LS5F jobs permitted to run aver:150.0 B The current number of running L5F jobs aver:10.3 max: 96, 3
‘ max:150. 0 min:150. @ curr:150.0 min:@. 0 curr: 0.0
3 The percentage of LSF slots used at the time of sampling The percentage of LSF slots used over the last 15 minutes
oy 70 &0
[&le] 50
50
" " 4@
M g a0 5 L
2 30 z
h‘ 20 22
1@ 1@
6] o
H 1200 la: 080 00: 0@ 06: 08 12:00 18: 00 0o: 08 06: 00
B The percentage of LSF slots wsed at the time of sampling W The percentage of LS5F slots used over the last 15 minutes
E aver: 6.6 max: 64,1 min: 0.0 curr:0.@ aver:10.1 max:51.0 min: 0.0 curr:0.@
The percentage of LS5F slots used ower the last G0 minutes
1.0
¥
0.a
h‘- u 0.6
" =
[
o 0.4
H:.:‘ 0.2
0. 04
12: 00 18: 00 0a: 09 06: 08
B The percentage of L5F slots used over the last G0 minutes
aver: 0.0 max: 0.0 min:@.@ curr:0.0
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* Aggregation of several disk server to have a
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stream usage overview for a cluster (c2repack)

The total number of read streams [aggregate)

The total number of write streams (aggregate)

20 108
a8
(L]
E E (e
4@
g ] 40
20 28
2] o]
12:00 1&: 600 0a: 08 Q6: 60 12: 00 12: 00 Qo: 6o 06: 00
B The total number of read streams aver:65.7 max:76.0 B The total number of write streams aver:82.0 max:93.0
min:51.5 curr:65.7 min:73.1 curr:85.1
The total number of read write streams (aggregate) The total number of recaller streams (aggregate)
108
3
29
= 2 = (=le]
3 2
] u 40
1
28
2] o]
12:00 12: 00 0o: 08 06: 00 12:00 12: 00 o0: 00 06: 00
B The total number of read write streams aver:1.0 max:2.7 B The total number of recaller streams aver:55.0 max:95.3
min:@. @ curr:1.8 min: 0.0 curr:32.0
The total number of migrator streams (aggregate) The maximum number of LSF jobs permitted to run {aggregate)
108
2a 2k
= (L] =
2 2
] 40 v} 1k
20
2] o]
12:08 1a: 00 oo: e QE: 00 12: 008 18: 00 oo oo QE: 00
B The total number of migrator streams aver:38. 6 max:93.7 B The maximum number of LSF jobs permitted to run
min:11.1 curr:32.2 max:2.1k min:2.1k curr:2. 1k

aver: 2. 1k )I
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* Protocol information and filesystem information
(not deployed in production yet, preprod cluster)
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The number of running rfio protocol transfers (aggregate)
1.8

0.8
0.6

count

a.4
a2

0.0
12:00 18:00 00: 60 06: 00

B The number of running rfio protocol transfers aver:0.0 max: 0.8
min:@.8 curr: 0.0

The number of running rfio3 protocol transfers (aggregate)
1.0

0.8
0.6

count

0.4
0.2

0.0
12:00 12: 00 00: 0o 06: 00

B The number of running rfio3 protocol transfers aver: 0.0

max:@.0 min: 0.8 curr: 0.8

The number of running root protocol transfers (aggregate)
1.8

0.8
0.6

count

a.4
a2

0.0
12:00 18:00 00: 60 06: 00

B The number of running root protocol transfers aver:0.0 max: 0.8
min:@.8 curr: 0.0

The number of running =xroot protocol transfers (aggregate)
1.0

0.8
0.6

count

0.4
0.2

0.0
12:00 12: 00 00: 0o 06: 00

B The number of running xroot protocol transfers aver: 0.0

max:@.0 min: 0.8 curr: 0.8

The number of running gridftp protocol transfers (aggregate)
1.8

0.8
0.6

count

a.4
a2

0.0
12:00 18:00 00: 60 06: 00

B The number of running gridftp protocol transfers aver: 0.0
max:@. 8 min:@.0 curr: 0.0

The number of filesystems in a PRODUCTION status (aggregate)
200

"
=
3 100
¥
2]
12:00 12: 00 00: 0o 06: 00
B The number of filesystems in a PRODUCTION status aver:143.0

max:143.0 min:143.8 curr:143.0

The number of filesystems in a DRAINING status (aggregate)
1.8

0.8
0.6

count

a.4
a2

0.0
12:00 18:00 00: 00 06: 00

B The number of filesystems in a DRAINIMNG status aver: 0.0
max:@. 8 min:@.0 curr: 0.0

The number of filesystems in a DISABLED status (aggregate)
1.0

0.8
0.6

count

0.4
0.2

0.0
12:00 18:00 00: 00 06: 00

B The number of filesystems in a DISABLED status aver: 0.0
max:@.0 min: 0.8 curr: 0.8
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FIO- Service Displays (SLS)
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= # " ] ] [l
: * Standard user oriented service displays (i.e. data
# L ] L] L]
S from lemon display in SLS for user convenience)
=" | CASTO | TITRANSFER service dass of CASTORCMS instance
. CASTOl  service information
2 —— availz full name: TITRANSFER service class of CASTORCMS instance
E—s ) short name: TITRANSFER Service Class
> ; pereer group: IT-FIO
—a s
- email: Castor.Support@cern.ch
- o [ ] web site: @+ http://cern.ch/castor
[
. — I service Miguel Marques Coelho Dos Santos @
e [ N managers: Jgnacio Reguero %
3 e Jan Van Eldik &
e R olof Barring &
B --'" availa
3 -""'l- 100 Service availability (maore) Additional service information (more)
- { availability: | [ [ 1] Active transfers: 28
‘-""h. o percentage: 100% Queued transfers: 0
. 11:00 availability info: Transfers - ; .
running/pending: 28/0 F:ljs tz bs mlgraﬁej: ;
F”ES to hE nes o De recalled.
migrated/recalled 4 /0 Total Space TB: 170.22
"ERN - IT Depa(tment Free/Total Space Free Space TB: 25.78
CH-1211 Geneve 23 25.78/170.22 (15.1 %) Percentage Free Space: 15.1
Switzerland DiskDTapel
www.cern.ch/it status: available Storage Class: DiskOTapel 12 S
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p— NN48 Service Class
Active transfers - last 7 days
s B00
= 500
L]
=S ]
200
=
0
e Tue Wed Thu Fri Sat Sun Mon
10 Febh 11 Feb 12 Febh 13 Feb 14 Febh 15 Feb 16 Feb
[ — NA48 Service Class
Oueued transfers - last 7 days
S— A5 -
e 10000
— 5000 |
H 0 C 4 J ] ! 1 1
Tug Wed Thu Fri Sat Sun Man
H 10 Feb 11 Feb 1z Feb 13 Feb 14 Feb 15 Feh 16 Feb
"I|..||IlIIlI| NA4E Service Class
Filez to he migrated - last 7 daus
- 1000
h
'q"h;.h_ G0
G000
"'-'-" L]
Y 200
. . 1.
. Tue Wed Thu Fri Sat Sun Mon
“_ERN - IT Department 10 Feb 41 Feb 12 Feb 43 Feb 14 Feb 15 Feb 16 Feb

CH-1211 Geneéve 23
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* For debugging and fast-plotting (using data from
lemon ‘on demand’, no data is stored

CASTOR Dashboard
- Files Jobs DiskCopy
availability oo ToReMi ! q  D2DW_Recall Error {count) Message
c2alice Error0 (1627)  JobManager: Job-terminated-due-to-scheduling-error
alimdc 0+0 | | 0 | 0 | 174137 | 0 ‘ 0 R — Error1 (580)  Rechandler: Error-in-the-executing-the-policy-script
= ——ErrorD ( 1627 ) X
defaul 29 | [0 [ o reessar| o | o Errort ( 590 )—— Emor2 (73} SRWSener: SOAP-Errar
| Error3 (29) SRMServer: Request-Failed
i:n:.l§[ 1 Errord (25) Job: error
‘tE::;:é: L.‘ Error5 (18)  SRMServer: Framework-message
. "Li:n:.lsﬁ 155 ErrorG (13) SRMServer Stager-returned
Error2 (73 E::f:f:gg‘ Error? (1) SRMDaemon: Framework-message
ord (29)
) Errorg (1) SRMServer: Admin-request-to-release-space-received
Jabili Files Jobs DiskCopy
availability |5 oo | ing a ' D2DW_Recall Error {count) Message
c2atlas Error0 (283)  SRMServer: Request-Failed
atit3 0+0 0 0 0 34315 0 0 Error2 ( 115} ——FErmor1 (140) Errar1 (140) SRMServer: Stager-returned
atidata 0+0 0 0 0 572275 0 0 Error2 (115) SRMServer: Framework-message
atprod 5e0 ) B ) Za32101 ) ) Errord { 111 —y x— Errord {283} Error3 (111)  ricpcld: Tape-unavailable
omearge 0+0 0 7 > 261106 0 0 Error3 (8 Errord (111) ricpeld: failed-system-call
0+0 Errorg ( 22 . -call-
atiasgroupaisk 0:0 0 27 0 |stres | 0 0 Coord (1111 Errar7 [ 49) EW: (:s) J”E system-call-error
atlasuserdisk 0+0 0 7 ] 501271 0 0 Eror { 80) morg (80)  job: error
Error5 (98 : Error7 (49) SRMSenver. SOAP-Error
Datlas 281+5 0 3 0 211150 0 0
Errorg (22) migrator: failed-system-call
atispecial Q-547 0 0 0 2056 0 0 Errord (8) SRMSenver: Invalid-Request
default 60+3 268 0 397573 0 13
atlcal 0+0 0 52 0 678765 18 0
Files Jobs DiskCopy
|Pend-+ToBeMi | i ing gedW_D2DW_Recall Error {count) Message
c2cernt3 Error0 (48)  TapeEmorHandler: failed-system-call
cmscaft2 0+0 a 1] a 7 0 0
default 1+0 0 0 0 179 0 0
atlascernuserdisk 0+0 "] 6888 0 0
Error0 ( 48 )

“_ERN - IT Department
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castoratlas disk cache eficency

&0 M hits

W recall

W ad
wait

24h 12h

castorcernt3 disk cache eficency

0 castorlhch disk cache open latency

average read (s5)
Il =verage write (s)

o — — —
0 48h 24h

castorlheb disk cache eficency

o0 M hits

W recall

W dzd
wait

24h 12h
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Project Refresh Reload
Project c2cms
‘Feh:heddﬂerﬂie&.Tool(zt!Hseeorﬂs.
Clear
Map View Tree View Color cells by:

© state

et A © e @ CPU Load
@ I M 10 wait
© I ™ Slot usage
© I M rfio network timeouts
O I ™ Migrator
© I M Recaller Streams
©n ! CPU temperature

titransfer i cmscafuser | cmsprodiogs ' HEBEET Number of users

© I Uptime in seconds

Display flags:

[] m Console access warning
[T # Old/wrong kermnel

[T @ High CPU load

[7] @ Notin production

default

—
g
e
o
ey
—
—
—
—
—
S
T
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Project Refresh Reload

Project c2atlas

| Map View Tree View Color cells by:

@ state

© B M CPU Load

© I M 1O wait

O I M Slot usage

O I M rfio network timeouts

) B M Migrator

O I M Recaller Streams
_ © B W CPU temperature

p— © EE Number of users

© Uptime in seconds
.- Display flags:

= Console access warning
—
atlasgroupdisk . atispecial % Oldiwrong kernel

& High CPU load

o Notin production
B | CluMan - the cluster management tool - developed by CERN [T/FIO {more) last released: 10:50, Thursday 04 Dec 2008

atidata atlprod atlasuserdisk timerge
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* Like other services, CASTOR has a lot of different
sources for information

* Lemon sensors are used to collect this data
* Historic data is stored in Lemon

* Different displays for different people

— SLS is CERN's ‘gateway’ for users to get service data.
Probe information an a few important metrics are key.

— Lemon display pages show server and service
information for power users and admins

— Dashboard gives a one page overview of all the
instances and allows for prototyping of plots (before they
are in lemon and SLS)

— Cluman is a cluster admin tool that allows for cluster

‘ plotting of lemon metrics. Easy to configure, useful for

_ERN - IT Department . .

CH-1211 Genave 23 correlation and debugging. )’
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